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1.0.Introduction

The ACR122U USB NFC Reader is a PC-linked contactless smart card reader/writer developed on
the 13.56 MHz contactless technology. It is the world’s first CCID-compliant contactless card
reader/writer that follows both ISO 14443 and ISO 18092. ACR122U is also PC/SC-compliant which
allows interoperability across different applications and platforms.

This user manual serves as a guide about the components and functions of the ACR122U Software
Development Kit. Sample codes and utility programs included in the kit are listed and described to
guide developers in building NFC-enabled and contactless smart card applications using the
ACR122U USB NFC Reader.
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2.0.Software Development Kit Specifications
To ensure optimal use of this Software Development Kit, make sure your system is running with the
following supported specifications:
2.1. System Requirements
e Minimum of 1 GHz Pentium Processor or higher
e  Minimum of 500 MB RAM
e  Minimum of 600 MB Free Hard Disk Space
e CD-ROM Drive
e USB Port

2.2. Supported Smart Cards
¢ MIFARE Classic® 1K Cards
e ACOS3 Contactless Cards

2.3. Supported Smart Card Reader
e ACR122U-A9 USB NFC Reader

2.4. Supported Operating Systems
e Windows® 7 (x86 and x64)
e Windows® 8.1 (x86 and x64)
e Windows® 10 (x86 and x64)
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3.0.Software Development Kit Components

3.1. Diriver Installer

The ACS Unified PC/SC Driver is a single driver installer that enables all generic ACS Smart Card
Readers to run with various Windows® operating systems. It is certified by Microsoft® WHQL and
allows automatic download updates when you are connected to the internet.

3.2. Sample Codes

The ACR122U sample codes are executable files that feature the coding functionalities of ACR122U
USB NFC Reader. They serve as a guide when building your own projects using the ACR122U.
These sample codes are provided to show the following card and device programming:

e ACOS3 Contactless — creates mutual authentication and ensures secure messaging.
e MIFARE - changes key and programming for MIFARE Classic 1K cards.

e Other PICC — enables programming functions for other contactless (PICC) cards.

e Device Programming — tests the peripherals of ACR122U USB NFC Reader.

e NFC Data Exchange Format (NDEF) — provides data communication between NFC-enabled
devices.

e PC/SC Card Polling — displays card type, card status, and Answer-To-Reset output.
e Simple PC/SC — performs different PC/SC commands.

The sample codes are written in the following programming languages:
e Java (x86 and x64)
e Microsoft Visual Basic .NET 2008 (x86 and x64)
e Microsoft Visual C# .NET 2008 (x86 and x64)
e Microsoft Visual C++ .NET 2008 (x64)
e Microsoft Visual C++ 6.0 (x86)

Note: Using Microsoft Visual C++ 6.0 may require you to download the following dll files from the
Internet:

e MFC42D.dll

e MFCO42D.dIl

e MSVCP60D.dII
e MSVCRTD.dI

To locate the sample codes:

From the ACR122U SDK v2.00 folder, go to Sample Codes and select the intended programming
language. From there, you will find the sample codes from the following folders:

e Device Programming folder — contains Basic Device Programming and Device Polling
Configuration sample codes for each programming language.

e Card Programming folder — contains ACOS3 Contactless, MIFARE, and Other PICC Cards
sample codes for each programming language.

e Others folder — contains NDEF, PCSC Card Polling, and Simple PCSC sample codes for
each programming language.
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3.3. ACS Smart Card and Reader Tool

The ACS Smart Card and Reader Tool is the integration of ACR122U-A9 Reader Tool and card tools
as one utility program which enables you to perform smart card reader and card-related commands.

Note: In order for this tool to operate, it requires having at least Microsoft .NET Framework 3.5
Service Pack 1 installed in your computer. You may download the framework from this link:

http://www.microsoft.com/downloads/en/details.aspx?FamilylD=ab99342f-5d1a-413d-8319-
81da479ab0d7&displaylang=en

3.3.1. ACR122U-A9 Reader Tool

The ACR122U Reader Tool is a utility widget that lets you access, control, and execute most of the
commands available in the ACR122U USB NFC Reader. Check the Help menu to know more on how
to use this tool.

B8 ACs Smart Card and Reader Tool - [ACR122U-A9 Reader Tool] _ o] x|
Session  Tools Help
Connection and Device Control a|
- p— Information | LED and Buzzer Control I Timeout Parameter and Buzzer Dutputl PICC Operating Parameter |
3 Connection = | = card Control = | || Device Control
m Smart Card Reader Information Contactless Interface Status
El Connection Settings Firmware Version: ACR1220215 Status: Error Code: 00
Share Mode: Shared Field: 00
Protocol: T=1 ';_h- 9f'{:|2§113 01
N . ogica
Device Information Bit Rate in Reception: 106 Kbps
i P Version: ACR122U215 Bit Rate in Transmission: 106 Kbps
[=- Smart Card Information Modulation Type: IS0 14443 or Mifare
- ATR: 38 83 80 014101 17 55 et Status
i--Card Type: ACOS3 Combi/Contactless
L ATS: 0873 33E5024101 17 90 00 =
|
I | Bl

Control Transmit | APDU Transmi | NDEF Tool |

Control Command
Control Code Length Command Data

EIENEIE]

Transmit Control Command | F—] Clear

Control Command Logs
Clear Logs IB Export Logs

Control Code | Command Bytes | Response Data | Status | Information |
00 313580 FF 00 48 00 00 41435231323255323135 0 - The operation completed successfully Get Firmware Version
00 313680 FF 00 00 00 02 D4 04 D505 2700010100 0000 &0 9000 0 - The operation completed successfully Get Status
00313580 FF 00 50 00 00 a0 FF 0 - The operation completed successfully Get PICC Operating Parameter
00 313680 FF 00 00 00 02 D4 04 D5050000 0101000000 809000 0 - The operation completed successfully Get Status
00313580 FF 0040 FF 0400000000 9003 0 - The operation completed successfully Set LED And Buzzer Control
00 31 36 BO FF 00 41 00 00 4000 0 - The operation completed successfully Set Timeout Parameter
| Mon3jgj2017 | momizPM

Figure 1: ACR122U-A9 Reader Tool
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3.3.2. ACOS3 Contactless Card Tool

The ACOS3 Contactless Card Tool is a widget plug-in file that gives you access to most of the
ACOS3 Contactless Card commands. It can handle multiple connections to different smart card
readers and supports PC/SC-compliant smart card readers only. Check the Help menu to know more
on how to use this tool.

EA{S Smart Card and Reader Tool - [ACOS2 Contactless Card Tool] 101 x|
Session  Tools  Help
ACOS3 Contactless Card Commands List & New Connection = | ¥ Disconnect [} Reset Clear Logs [ & Export Logs | [ Card Explorer
Card Properties = ~l| acsacrizzo |
C: tion to ACS ACR1220 t
Card Serial Number Card Version A‘?‘EI:-'EE.% gg 8001410117 Ssrese

ATS: 08 78 33E502410117

EEPROM Size > Get Card Serial Mumber
=80 1400 00 03
< BD 01 1E OC AE 20 08 00
File Commands = <9000
Card Serial Mumber: BD 01 1E OC AE 20 08 00
Clear Card

= Get EEPROM Size

>80 14050000
Select File <9008

(Card EEPROM Size: 8 KB
Read Binary Write Binary
» Get Card Version
= 80 1406 00 03
Read Record Write Record <4143 4F 5303011708
<9000
Card B = Card Version: ACOS3 v01.17.03
Submit Code Change PIN
Start Session Authenticate
(Get Response
Account Commands =

Inguire Account

Credit |

- | N Reader| ACS ACR122 0| Share Mode | Shared| Protocol | T1|

| mMon3f017 | 2:58:48PM

Figure 2: ACOS3 Contactless Card Tool
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3.3.3. MIFARE Classic Card Tool

The MIFARE Classic Card Tool is a utility widget that lets you access all MIFARE Classic Card
commands. It can handle multiple connections to different smart card readers and supports PC/SC-
compliant smart card readers only. Check the Help menu to know more on how to use this tool.

Session  Tools  Help

ﬁhﬁ <mart Card and Reader Tool - [Mifare Classic Card Tool] - |EI|5|

: Mifare Classic Commands List @ New Connection - @Q Disconnect @ Reset Clear Logs

Card Properties

=] ACS ACR122 0

Connected to ACS ACR1220

Card UID
ATR.: 3B 8F 80 01 80 4F OC AD 00 00 03 05 03 00 0100 00 00 00 64

- > Get LD
Card Security = = FF CA 00 00 00

< 0436 44 4283 22 80

Load Key Authenticate Block | <3000
UID: 04 58 44 42 B3 2280

Easy Key

Data Block Commands =
Read Block | Write Block |
Value Block Commands =
Store Value | Read Yalue
Copy Value Block
Increment Value Decrement Value

Reader | ACS ACR122 0| Share Mode | Shared | Protocol | T=€L| :

| Mon3fsj017 | 2:s2:s59PM |

Figure 3: MIFARE Classic Card Tool
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3.4. Tools and Utilities

Below are the utility programs included in this kit:

3.4.1. PC/SC Learning Tool

This tool lets you execute different PC/SC-compliant Windows Application Programming Interface
(API) smart card functions. Check the Help menu to know more on how to use this tool.

PC/SC Learning Tool x|
—Step 2 —Output
¥ Teach Mode
Reader Port Preferred Protocol e cordistabishtonte
aracs’ IshLontex
atep 1 | IACS ACR1220 =l ISCARD_PROTOCOL_Tl = T
. SCardConnect...
Step 2 | Share Mode Active Protocol Port: ACS ACR1220
|SCARD_SH.-‘«RE_SHARED =l ISCARD_PROTOCDL_TI ;;;:ST;;“::“:““
Step 3
4'3' ; > State: (SCARD_SPECIFIC)
o StEardEnnu=Ct > Protocol: {SCARD_PROTOCOL_T1)
EQ | 5 » > ATR Length: &
Disposition > ATR: 38 83 80 014101 17 55
sCardReconnect | |scarp_LEAvE_carp =]
Help | SCardDisconnect | J5CARD_UNPOWER_CARD =
About | Mext

Clear Exit

3.4.2. QuickView

Figure 4: PC/SC Learning Tool

This tool lets you check if the ACR122U USB NFC Reader is properly installed in your system. Check
the Help menu to know more on how to use this tool.

= e . ] ]
Main Log Help
Smart Card Readers Reader Details
- ACS Proprietany R eaders
- PCASC Readers Feader Name: ACS ACR12Z O
--Installed Firmware Version: ACR122U2135
E| Connected ACE ACR122 0 is present in the svstem
o Cc ACR1Z2 0 Card is detected on reader
[ Advanced View Log Initialize
Reset Save Log Quit
Figure 5: QuickView
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3.4.3. Script Tool 4

This tool lets you execute various commands and communicate with a smart card with the help of
script command files. Check the Help menu to know more on how to use this tool.

o

File Edit Output Help

Reader Mame ACS ACR1220 i

zle|Bls @l

; This script will provide a sample APDU sequence on creating a file system inside an ACOS3 card

3 Submit default issuer code
[0] 80 20 07 00 08 41 43 4F 53 54 45 53 54 [90 00]

; Clear card
[0] 80 30 00 00 00 [90 00]

[RETI[0]

; Submit default issuer code
[0] 80 20 07 00 08 41 43 4F 53 54 45 53 54 [90 00] _ILI
k

<
Logs

o|a|

Loop 1

<8020070008414349F 53544553 54
»>9000

< 80 30 00 0000

>9000

= Reader [0] is reset successfully.

< B802007000841434F 53544553 54
= 9000

< 80 A4000002FF 02

= 9000

< 30D20000 0400000300

> 9000

= Reader [0] is reset successfully.

< 30 A400 00 02FF 04

>9000

<3802007000841434F 5354455354

=9000 -
4 L2

|Succe55! 2 succeed, 2 warning(s), 0 error(s) v

Figure 6: Script Tool 4
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3.5. User Manuals and Reference Materials
The following documents are included in this kit:

e ACR122U Software Development Kit User Manual

e ACR122U Application Programming Interface

e ACR122U Technical Specifications

e ACOS3 Contactless Card Reference Manual

e MIFARE Card Functional Specifications

Microsoft and Windows are either registered trademarks or trademarks of the Microsoft Corporation in the United States and/or other countries.
MIFARE and MIFARE Classic are registered trademarks of NXP B.V. and are used under license.
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